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Type in your browser address line:

http://admin.3deye.me

Sign in any browser using your login and
password.

Request a demo account at https://3deye.me

2018 © 3dEye Inc
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Billing and profile
Menus options
<« C @ https://admin. / / : . .
Dashboard screen shows you statistical
Dashboard  Customers Managers Cameras  Alerts Logs  Api Keys 574”% EN~ | ;N:Ef:j:qz I .* information about your account
Statistics (UTC Time Zone) Charts Interface language Switch to charts view for a graphical presentation
of all statistics. You can customize how the
Atadate graphs look for easier and faster book-keeping.

02/01/2019 | to 02/24/2019 . .. . .
Select date range to view statistics for this period

Review storage utilization for the selected dates

Review communication statistics for the selected
dates

Number and status of cameras associated with
your account

Number and status of your customers

At the moment

SORE— : Use chat to ask any questions about our
functionality or operations.




Admin 1

Customer 1

Admin 2

Definition of Terms and User Tree Backtocontents Laost viewed page -

¥

/ntegrato\\‘

Guard n

Customer n

Admin 1

.

Manager 1

Guard 1

¥

Manager p

Guard n

.

Manager n

Previous page Next page

* Integrator is a partner who has the ability to
connect new customers to 3dEYE services. 3dEYE
bills integrator for total traffic used by all
customers connected by this integrator.
Integrator bills customers individually for traffic
and services each customers have used.

* Customer is the owner of the cameras and
equipment who wants to connect his equipment
to 3dEYE services and pays monthly subscription
fee to integrator.

* Manager can be either be program or billing
administrator and performs duties assigned by
integrator.

* User under customer is a user that has access
only to customer account with permissions as
assigned according to the role.

Note: user get access to cameras according to a
set of rules requested by the customer. The set of
rule is saved as a Role. Same role can be assigned
to multiple users.
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Steps 2
i EGETES er \lert \pi K¢
Recommended sequence of steps

ABC Super (customer)

1. Under Customers menu click Create and fill in
Statistics | Charts = Users| GSIISSENN [ Roles = Alerts = Events = Accou required fields to create a new customer

Cameras | 2. Add customer cameras to the system and
\ choose appropriate billing plans for each camera

3. Then create roles according to customer needs

Steps 4
— , — 4. Next create users for every person who will
-— need to have access to the cameras
ABC Super (CUStomer) 5. Lastly assign roles to users to give appropriate
Stafistics | Charts m Camerss | Roles | Aleris | Events | Accour level of access to cameras for each user

ABC Super (customer)
Statistics = Charts = Users | Cameras Alerts

Roles | \

Optional step

Users |

Additionally, you can create Alerts for specific
events according to the customer needs

ard Customers |Managers Cameras

ABC Super (customer) Also under Branding menu you can replace 3dEYE
Optional steps: .
Statistics  Charts Users Cameras Roles | WECLEM Events  Account profile Branding Lo . brand W|th yOUF own
*  Branding
Alerts *  Sensor and System event alerts setup

ABC Super Notifications | System is Armed ﬂ Create Sensor Event Create System Event
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Click to create new customer
€ 2 ¢ Customers S :  Manage customers on this screen.
. NZ INTEGRATOR
Dasht rs Cameras Alerts Logs Api Keys T EN~ .
Customize appearance of the list using columns
Customers =3 menu.
Active Customers ~ Deleted Customers Change order of names in the list: Ato Zor Z to
A.
Show 10 v entries Reset filters Columns « Reset settings Refresh
Customer Click on customer name to open information

Enabled Comps Customer email Address type

page for this customer.
x Cusdeer email Address
T Search for customer by ID, Company name,
Columns ~ Customer email or address. Simply start typing in
Customer the column header to shorten the list.
ID Custemer
Enabled Customer Use X to clear just one search filter.

Company name
Customer email

Showing 11105 of & entries ¥/ Address Frevious - Hext Deleted Customers information can be found
Customer type under Deleted Customers tab.

Customer Use Reset to clear all selected search parameters.




Customers

Cameras Alerts Logs Api Keys

Customer (customer)

Statistics (UTC Time Zone)

Menu Customers: Statistics

O

INTEGRATOR

Back to contents Last viewed page

Previous page Next page

Click on customer from the list to open customer
menu.

Menu tabs provide information about customer
account. Under charts customer’s usage is
presented in graphical form for easier analysis.

You can select date range for statistics.

Overall traffic and storage activity for selected
dates is shown here. Charts will provide you with
a detailed statistics on each component.

Number of wusers and cameras currently
associated with this customer.
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€ 3 C @ hioeadmin o . Type in customer information
Dashboa Customers Jsers Cameras  Alerts Logs Api Keys %”é EN~ — .

You can disable access to admin portal for this
customer

Customer Creation

Contact Information

Select default cloud recording settings for all
First name cameras associated with this account. Each new
camera will be recorded for specified time period
unless a specific billing plan is selected.

Postal code

Country . . .
You can disable ability to share cameras for this

customer
Default settings

Cloud recording weeks

Require user to confirm email address before first
Admin Portal 2an Login to Admin Porta |0gin

Shared Links

. . Require user to change password upon first login
User creation settings 9 gep P g

New user should

Click next to proceed to billing information.




Men u Customers: Create NeW Back to contents Last viewed page
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Customer billing information

(& (<} = T O

INTEGRATOR
Dashboar CUSLOMErS ers  cameras  Alerts Logs ApiKeys %Ilé EN~

Type in customer billing information or place
check box at Use Business address as Billing
address to copy info from previous step.

Customer Creation

Billing

Input credit card information.

Billing Name |

Click create to save changes and add customer
profile to the system. Now any cameras
Address connected to this customer account that have an
active subscription will be automatically charged
to customer credit card.

Search Address

City / Town

State / Province

Postal code

Country United States




Menu Customers: View and Modify

e

“ Customers

Dash rs Cameras Alerts Logs Api Keys

ABC Customer (customer)

Charts Users Cameras Share Roles Alerts A=l Account profile
Account Profile
Admin Portal: CaR-+ogiT 1o Admin Portal
Customer Status:
Shared Links: ercan Share now

P&PF Cameras: Cus can create P&P Cal

Contact Information

Company name

Phone

Branding

onal format (+1 123 45

Default settings

Cloud recording

Logs
1

Back to contents Last viewed page
Previous page Next page

Click on customer name from list. Go to Account
profile tab to view customer information.

Click Disable to lock access to admin portal for this
customer.

Click Disable to temporary suspend all activity of this
customer. Video stream will stop recording, customer
will loose access to all interfaces.

Click Delete to permanently remove customer.

Click Disable to prohibit customer from sharing
cameras.

Click Disable to prohibit addition of P&P cameras by
customer.

You can type in new/updated information in
corresponding fields and click save button at the
bottom of the page to submit changes.

Scroll to the bottom of the page to change default
cloud recording settings. All cameras added to this
customer account will receive specified storage
allowance. Each camera can be manually set to a
different storage allowance from the camera settings
menu.
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Dashboard Customers Managers Cameras Alerts Logs

Subscription Plans

Fixed 7 Pay As You Go 2

Name

Lite 7 days
Basic
basic new £
Pro 30 days
Lite 7 days (new)
Event Recording
Streaming
Streaming for customer

Standard 15 days

Showing 1to 7 of 7 entries

Note:

Api Keys

Monthly
Monthly
Monthly
Monthly
Monthly
Monthly
Monthly
Monthly

Monthly

Profile Customer Billing

Cameras

0

0

0

Events.

Storage

Ei ]

INTEGRATOR

ol  Customers Subscription Plans
recordir
7 days
3 days
3 days
30 days
Vhat's new

7 days
Log off

700 Enabled
700 Enabled

500 Enabled

Regvious - Next

for Fixed plans our servers will adjust camera quality settings according to the plan specifications.
for Pay as You Go plans you need to manually set camera quality settings after the camera was
added to our system, this will determine camera bandwidth consumption and as result total charges

for this camera at the end of the month.

Back to contents Last viewed page
Previous page Next page

Click on your name to open Profile menu. From here
you can access your account info, Branding page,
review and create Subscription Plans for your
customers, view your Subscription Plan, update your
credit card information and see what changes have
been introduced to admin portal recently.

You can sort and search through Customer Billing
plans in the same fashion as any other list in the
portal.

There are two types of plans available: Fixed and Pay
As You Go plans.

Click on any subscription plan to view and edit it.

Cost column shows how much we (3dEYE) will charge
you (integrator) for the plan.

You set End User Price. Plans without End User Price
have this symbol E and can not be assigned to any
camera.

A lock symbol indicates that this plan is assigned to a
camera, and thus it can not be changed. You need to
move all cameras that are billed according to this
plan to a different plan to be able to modify current
plan.



Name

Plan Type Fixed

Cloud recording

Clips duration

Events

Storage, GB

FPS

Resolution

Bitrate, kbit/s

Analytics

Payment period

Cost

End user price

Profile Customer Billing

Annual |'j_.'

UsD

Back to contents Last viewed page
Previous page Next page

Depending on what type of plan you have selected
different options will be available for configuration
(option in grey fields can not be changed, option in
white fields can).

_—"9f the list of plans does not have plan with required

-@

combination of cloud recording duration, storage,
resolution, etc. submit a request through our chat
and one of our customer support agents will assist
you.

If the plan is assigned to a camera you won’t be able
to modify it, but you can use it as a template to
create new plan: press “Save as new plan” button to
start creating new plan.

Add a name
Turn on Analytics if you wish to have smart object
recognition option available for cameras with this

plan. (Extra charges will be applied)

Cost is what we will charge you for each camera that
is connected and is assigned to this plan.

Set end user price (this is what you customer will be
charged).

—ePress save if you are modifying an existing plan or

create to create a new plan.
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Dashboard Customers Managers Cameras Alerts Logs Api Keys

Cameras |

P2P Cameras 1 Customers Cameras 6 Deleted Cameras

Show 10 v entries Reset filters Columns ~ Reset settings

Enabled Thumbnail Camera ID Camera name

Camera ID Camera name

Plaza corner

. (3

VirtualCamera
312 push

TestCam2

Refresh

Customer

ABC Super

ARC Sunar

Customer

Bob services

Video Status

Online

Online

Offline

Offline

Menu Cameras

Sll”
2= EN~

Camera type Bitrate Resolution

ONVIF P2P 1920x1080

ONVIF - TZE0X726

ONVIF 1920x1080

Generic
SAVIE 1920x1080

ONVIF 2 720x576

INTEGRATOR

Modiffed
at

2/23/2018
11:40:06
AM

2(22/2019

6/25/2018
11:43:27
AM
6/25/2018
10:50:24

AM

6/25/2018

Back to contents Last viewed page

Previous page Next page

There are 3 groups of cameras: Peer to peer (P&P),
Customer and Deleted cameras. Use menu tabs to
switch between them.

Camera list can be searched by P&P status, Camera
ID, Video Status, Registration code, User, Billing Plan
and date when it was modified using same methods
as for any other list in the admin portal.

To add a new camera use Add button.

To view camera properties click on the camera name
in the list.

Thumbnail shows a recent snapshot from the
camera. For offline or disabled cameras a generic
symbol is displayed.

Checkmark indicates that camera is enabled and will
be recorded according to billing plan.

Crossed circle indicates that camera is disabled and
footage from the camera won’t be stored.

Note: You can access list of cameras for each
customer individually from Customers menu =>
Camera tab.
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~ Customers

Dash Cameras  Alerts Logs  ApiKeys

ABC Super (customer)

Select customer account to associate new camera
Statistics Charts Users Bealas Alerts Events  Account profile Branding Logs W|th

Cameras |

Go to Cameras Tab.

Click Add button.

In the next popup window select how you wish to
connect new camera.

Add Camera




Menu Cameras: Add NeW P&P Camera Back to contents Last viewed page

Previous page Next page
o ;  The easiest and the most secure method to add a camera
Customers — — is using P&P (peer to peer) connection. In this case data
Dash Cameras  Alerts Logs  ApiKeys T EN~ .

directly flows to the cloud server over https and does not
require setup of a public IP address for the camera.

ABC Super (customer)

Statistics =~ Charts = Users Roles  Alerts = Events  Accountprofile = Branding = Logs You can either mOdIfy an EXiSting P&P camera or create a
new one.

Input Registration code obtained from the camera.

Registration Code Type in desired camera name.

Camera name

If camera’s login credential have been changed from the
factory defaults select Use Custom Credentials and input
new credentials.

Select one of the billing options.

H USD/mo ra B $ USD/mo s UsSD/mo
$ USD/mo Storage Cost. 7B $§ USD/mo 8 § USD/mo

$ USD/mo .
¢ UsDImo Click create.

$—0SD I mo

1280x720 $ UuUsSD/mo

3dEYE will automatically find the camera and create a
path to it. For ONVIF compliant cameras you will gain
access to camera settings directly from 3dEYE admin
portal.

Note: using this method is preferred. Even in the event
when internet provider changes the IP address or the
camera is moved to a new location, access to the camera
and video stream will be preserved and no adjustments
to camera settings in admin portal will be needed.




Menu Cameras: Pre-register P&P Camerg Baktocontens Last viewed page 17

Previous page Next page

You can register camera in our system without
assigning this camera to a specific customer.
Cameras | 22 This will create a record of the camera registration
code and credentials in our database.

P&P Cameras 201 Customers Cameras Deleted Cameras

_ Go to cameras menu on the top menu bar.
Show 10 v entries Reset filters Columns ~ Reset settings

Enabled Thumbnail  P&P Status Camera ID Click Add button.

P&P Status v Camera ID

Connected 20033 - ' Choose Your P&P cameras option
SN Click P&P Camera button.

On the next page provide camera details.

Connected
SR Note: Camera does not have to be connected to
the internet at this time. Make sure that push
module is installed on the camera and camera
network settings are correct.




Menu Cameras: Pre-register P&P Camerg Baktocontens Last viewed page

Previous page Next page

Add Camera to Your P&P Cameras

__e Provide camera Registration code and create a
__e name for this camera. Camera name can be
F— changed later according to the customer needs.

Provide camera login credentials.

Click create to add camera info to the cloud.

Confirm Password | | s c On the next screen you can choose customer and
billing plan for this camera.

Or you can simply close this window until the
camera is shipped to the customer.

Once a camera is ready to be assigned to a specific
customer simply click on it from the list of
cameras. This list can be accessed from the top
menu bar to choose customer and subscription
plan for this camera

Enabled



Menu Cameras: Add ONVIF Camera

o

Customers R—
N P EN~

Dash Cameras  Alerts Logs  ApiKeys T

ABC Super (customer)

Statistics Charts Users Roles Alerts Events = Account profile Branding Logs

HTTP access url

RTSP port

Username

Password

Confirm Password

Camera name

Description

Quality preset

Back to contents Last viewed page
Previous page Next page

This is @ more involved and less secured method.
It requires manual port setup on the client’s side.
HTTP and RTS ports should be opened on the
router and http access url has to be created.

Using this method will preserve access to ONVIF
compliant features of the camera allowing you to
modify camera settings directly from admin
portal. Access to camera analytics is preserved.

Input camera info in the appropriate lines.

b Click Create button to add camera.

Camera will be added to your list of cameras and
you will be able to modify any camera settings
that are supported through the ONVIF protocol.

Note: In the event when client’s internet provider
changes client’s IP address camera access can be
interrupted and manual adjustments to the
access path will be required. Services like
DynDNS can be used to avoid connection
interruptions when IP address is changed.



Menu Cameras: Add Generic Camera Back to contents Last viewed page

Previous page Next page
Customers = * This method is used for any camera that can not
3 camerss Alers - bogs Apiiers Sl ev- -* be added using P&P or ONVIF methods. This

method requires HTTP and RTSP port rules to be
created on the customer's router.

ABC Super (customer)

Statistics Charts Users Roles Alerts Events = Account profile Branding Logs

First input general camera information and click
Add Camera to Bob services neXt.
In second step input access urls and camera
credentials, click create to add camera to the list.

Using this method is only recommended for older
cameras that does not support ONVIF. This
methods does not allow you to change or view
camera settings from the 3dEYE admin portal.

Note: In the event when client’s internet provider
changes client’s IP address camera access can be
interrupted and manual adjustments to the
Usemame access path will be required. Services like
S DynDNS can be used to avoid connection
interruptions when IP address is changed.

HTTP access url

Video source url

Confirm Password




Menu Cameras: Settings Overview

Customers

Dash Cameras  Alerts Logs  ApiKeys

ABC Super (customer)

Statistics Charts Users Roles Alerts Events = Account profile Branding Logs

Plaza corner — ONVIF data is loading|:"
[ TP | P2p |

Events Logs Plan

General Info Last Thumbnail
Camera ID
Camera name
Manufacturer
Model
Serial number
Enabled

HTTP access url

Video source url

« Online From

Statistics

Troubleshooting

NP
T EN~

o

INTEGRATOR

Back to contents Last viewed page

Previous page Next page

* Click on a camera name from the list of
cameras to open camera info panel. Allow the
page to complete loading ONFIV. This symbol will
disappear once loading is complete.

* Under Info tab main information about the
camera is displayed.

* General tab shows camera name,
manufacturer, model and lets you turn on and off
microphone for audio enabled cameras.

* Network tab has information about access urls
and lets you test connect to the camera.

* Quality tab lets you change quality settings for
ONVIF compliant cameras.

* Recording tab lets you choose archive settings.

* Analytics tab lets you configure smart features.
of the camera and activate 3dEYE analytics.

* Location tab lets you view and edit camera
location on the map.

* Events tab shows history of recognized events.

* Logs tab stores information about cameras
status changes.

* Plan tab lets you change billing settings for
current camera.

* On Delete tab camera can be deleted.

* Troubleshooting tab helps you determine what
is wrong.



Menu Cameras: Quality Settings  Sxcktocontents Last viewed page

Previous page Next page
For ONVIF cameras you can change quality settings
or :  directly from admin portal. Depending on the billin
Customers . .y Ly PEnEll :
Dash Cameras  Alerts  Logs  ApiKeys BJE en- _» plan different options will be configurable.

ABC Super (customer) For cameras that support multiple Stream channels
S select appropriate channel.

Statistics Charts Users Roles Alerts Events = Account profile Branding Logs

Select Resolution from the list of available options
for current billing plan (can be just one option).

== Plaza corner
3 [ Clowd | FPS determines how many frames will be stored
each second. Less frames means less used storage,
Troubleshooting but also means less details for fast moving objects.
Stream channe media_profie1 Image quality slider determines what is targeted. If

the slider is moved towards the quality side 3dEYE
will prioritize quality to traffic, increasing bandwidth
EPS 2 ER—— and storage requirement to achieve greater image
guality.

Resolution

Image quality
Select VBR to force selected bitrate as average.

Select automatic to let 3dEYE control quality based
on Image quality slider settings.

Bitrate

Bitrate sets target average bitrate for camera.
Depending on the scene complexity, efficiency of
camera’s codecs and Image quality settings 3dEYE
will attempt to adjust image quality accordingly.



Menu Cameras: Analytics  Bactocontent Last viewed page

Previous page Next page
Under camera settings go to Analytics tab.
Customers —
Dash Cameras Alerts Logs Api Keys ;Hé EN~ ]

- Depending on the selected billing plan you will have

access do different analytics options.

ABC Super (customer)
Statistics =~ Charts ~ Users Roles = Alerts Events  Accountprofle  Branding Camera side anal\/tics (|f ava”able, depends on the

camera) will be shown in this section. Click on any desired

_ function to configure it. Possibilities are limited and are

: &4 NAM Cam 03 dependent on the camera.

All motion-based events can be turned off or on.

3dEYE side analytics (server side analytics) configuration
panel (depends on the billing plan). Chose options that
e B you desire, unlike on camera side there are no limits on
B T number of analytics modules that can run simultaneously,
Detection Rule #1 Delete detection is much more accurate.

Confidence determines the Ilimit of recognition
confidence above which objects will be marked according
to set rules.

Motion detection is on for region under blue mask and
off for the rest of the image.

Once done setting up modules press Save button to
submit changes.

Pressing close will close camera settings window without
saving the changes, you will be prompted to confirm
closing without saving.




Menu Share Cameras

EJLZ . INTEGRATOR
EN Demo Integrator ~ ®

Dashboard Customers Managers Cameras Alerts Logs Api Keys ==

ABC Customer (customer)
Statistics Charts Users = Cameras Roles | Alerts Events = Account profile Branding Logs

Shared Cameras | | |

Share Cameras

Strare Cameras

Select Cameras

ata availabl

Description

Who can view this link?
3dEYE In Anyone with the link Only people with the password

v. 1.0.189
Password Confirm Password

O

Link will expire after 9 July, 23:59 (UTC -05:00)

Send Shared Link to emails

Back to contents Last viewed page

Previous page Next page

Select a customer and click on Share tab.
Press Share button to start sharing your cameras.

Choose how you wish to share your camera:

Link option will generate a link that you can share with
other to allow them to view your camera;

Widget option will generate html code that you can add
to your website to embed stream from your camera into
your website.

To create a temporary link to your camera select camera
or cameras that you wish to share.

Add a name to this shared link.

Add description to this shared link.

Choose how your cameras can be accessed: simply
through the link, or visitors will be required to input
password before they will be allowed to view camera.
Create a password.

Select when the link will expire.

Input email address of the person/persons with whom
you wish to share your camera.

Note: after you hit Share button email with the link will
be send to all addresses that you provided, after this you
can reopen this Shared link and send copy it into buffer



Menu Share Cameras: Widget BS:cktocntent: Last viewed page

Previous page Next page

Create Widget

Select Cameras

Press Widget option to create HTML code that will
allow you to embed stream from your camera into
your website.

Manage Shared Widget "Share widget"

Description

Select camera that you want to share with other.

Description Add a name and description.

Cancel

Shared Cameras After you press Share button a window with
’ e Widget properties will appear.

Select what options will be included in the widget.
Press save to submit changes.
Press copy to copy HTML code into buffer, open

your website editing tool and paste code into your
website HTML code.
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<« C @ https://admin. o
Dashboard ~ Customers Managers Cameras Alerts Logs  ApiKeys ;”é EN.  HECRAOR e |ntegrat0r managers are listed here. These

Managers | [BEH

Show | 10 v entries Reset filters Columns « Reset settings Refresh

managers are linked to integrator account and
can perform duties as assigned by integrator.

The list can be searched and customized same

Active Name Login Roles Modified at Role type Way as a” other “StS in the admin portal.

Name x Login x All roles

Bill The Manager

Create new user

First name

Billing Manager
Qwner
Operational Manager

Qperational Manager

2/20/2019 1:23:58 PM

3/28/2017 3:20:16 PM

2/22/2017 2:26:56 PM

2/20/2019 5:54:38 PM

Billing Manager
Qwner
Operational Manager

Operational-Mearmager

Create new manager using Add button.

Fill in information and select role.

Showing Last name Previous n Next Check Confirm email to require manager to

confirm email.

Email

Check Change password to prompt manager to
Operational Manager . .
Password _ create new password on first login.
Confirm password Billing Manager . ) . .
Note: the managers listed in this list are related
to the integrator account only, and have
permissions according to the roles assigned.

Billing Manager

New user should
Confirm email

Change password (temporary password
will be generated)
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Customers

Das ers Cameras Alerts Logs Api Keys 57%

Lz INTEGRATOR
~~

From the list of customers click on the customer
name and select Users tab.

ABC Super (customer)

Statistics | Charts Cameras Roles | Alerts Events | Account profile Branding Logs I:] Users llSt can be Sorted in the same faShion as

any other list.
Users | (IZN

Use Add button to create a new user that will be
Show 10 v entries Reset filters Columns « Reset settings Refresh added to the user list of the current customer.

Active Roles Modified at Role type . . . . .
Create new user Fill in user information and select a role for this

All roles
user.
First name Admin 2/21/2019.9:2542 AM Admin

Owner 212012019 10:11:45 AM Owner Place a check mark to require email confirmation.

Last name

Ad i 2/20/2019 6:13:34 PM Addmin
Email

_ ‘ Place a check mark to require a password change
Showing Previous n Nexdt

w [ on the frstlogin.

Password

Press on the user name to open page with
information about this user.

Confirm password Guard

test group V

New user should
Confirm email

Change password (temporary password
will be generated)

Cancel



Menu Customer’s Users: User Info  ecktocontents Last viewed page

Previous page Next page

Customers

[BETS ers Cameras Alerts Logs Api Keys

Security settings can be changed on Security tab.

ABC Super (customer) User information can be changed on Info tab.

Statistics | Charts Cameras = Roles = Alerts = Events | Accountprofile = Branding New roles can be aSSignEd from the list. Only
same tier roles can be assigned to one user.

Use set password fields to create a new password
for user. User would NOT be notified about this

Set password Change.

Password

Last login time: 2/20/2019 11

Username

First name

Use Reset password to change password for user
and send email notification with new password
Email . to the user.

Last name Confirm password

S RS PRENOTE AL SAN0 A BN Use disable button to temporary disable user

Account roles Admin Paseviond access to the system.

Admin

Confirm password

Use delete tab to permanently delete user from
the system.

User status: Enabled Use Set as owner to convert this user to owner
Disable user r0|e

You can set this User as OQwnerof ABC Super

Set as owner
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<« Roles determine cameras and camera functions that a user

Customers

Dashbo s Mets  Logs  ApiKeys Sie . "= can access. One camera can be added to multiple roles and

different camera permissions can be set for each parameter
ABC Super (customer) under each role.

Statistics = Charts =~ Users | Cameras m Meds___ Events | Accountprofile | Branding = Logs

Roles list can be sorted in the same way as any other list in

Roles | | )
the admin portal.

Create new role Click on the role to open its description and modify or

delete it.

Cameras Role type

Admin 9

" Click add button to create a new role.
Owner

Guard

Description Input name and description for new role.

Select role type.

Role type Admin role type: Users have access to admin portal and are

: able to create other admins and guards, can assign cameras
and camera permissions that are within their role. Can only
modify users and roles that they have created as well as
any user/role created by Admins they have created.

Admin

Guard role type: User do not have access to admin portal.
Guards can use all of the features within their assigned role
¢ Add all Cameras to the Role permission through the end user interface.

Select users that will be assigned to this role and click Add.
Cance
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Each camera has 5 permissions that can be assigned to a role, the role is then assigned to a user granting access to the specified camera and select functions.

A

> /H‘
‘

Usef 1
(Guard role)

Cam1

¢ OETE

dﬂ

Cam 2 X 1 Lo

qu

User 2
(Admin role)
-

¥

User 3
(Admin role)

Cam 3 v @ETE

o

Cam 4

v @ETE

User 4
(Guard role)

User 1 is assigned Role 1 and can view and save clips
from Camera 1; view and share Camera 2. Being a
Guard type role this user does not have access to
Admin Portal.

Users 2 and 3 can view, configure and save clips from
Camera 2; view, use PTZ controls and configure
Camera 3. Additionally, User 3 can share and save clips
from Camera 3. Being and Admin type role these users
can access Admin Portal.

Users 4 can only view Cameras 3 and 4. Being a Guard
type role this user does not have access to Admin
Portal.

Camera permissions

View camera {‘f} Configure camera
Save clips . Share camera
. PTZ control
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ABC Super (customer)
s C m Alerts Events = Account profile

Branding = Logs ‘

Exclude Cameras assigned to these Roles:

Include Cameras assigned to these Roles:

Menu Customers: ROIe Editing Back to contents

Last viewed page

Previous page Next page

Under camera tab you can view and modify
permission of the role.

Use Exclude Cameras line to remove permission
for cameras that are assigned to other roles. Click
on the line to see available roles.

Use Include Cameras line to quickly add all
camera permission from selected roles. Click on

the line to see available roles.

You can search and navigate list same way as any
other list in the admin portal.

Place a check mark in front of the camera to add
it to the role.

Click on permission name to add or remove it
from the role permissions.

Permissions in grey are not allowed for this role.
Permission in blue are allowed for this role.

Click Save to submit changes, click Cancel to
discard changes.
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Settings tab.

ABC Super (customer)

Statistics Charts Users Cameras m Alerts Events = Account profile Branding = Logs

Delete role under delete tab.
Manage role "Admin”

Under user tab you can assign users to this role.

Column on the left shows the list of available
users.

Column on the right — users who are already
assigned to this role.

Click on the user name to move it from one
column to another.

Click Save to submit changes.

Click Cancel to discard changes.
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Test Integrator

Alerts

Alerts Settings Daily Report

Your notificalions | System is Armed Q Create System Event

Show| 10 v entries Reset filters Columns ~ Reset settings

Name EventJype Type
x Name

Camera
down

WaccleCameraDown System Event

¢ Alerts

Alerts Settings =)
System is Armed @

A &
Armed On schedule Disarmed

Select default interval between alerts' emails for all account users

Oh5m v

Save

Refresh

Customer

Alerts

Alerts

Menu System Alerts

Disabled for
all until

Disabled for
self until

Selected contacts

o

INTEGRATOR

Modified at

Back to contents Last viewed page

Previous page Next page

Alert list shows all alerts created by either integrator or
users.

System alerts warn selected persons about the status of
customer cameras.

This list can be sorted and searched in the same fashion
as any other list in admin portal. Click on any alert to edit
it.

Create a system event to receive a notification about
problems with customer cameras at a desired intervals to
allow you to act and fix issues in a timely manner
ensuring customer satisfaction.

Under Daily Report tab a daily systems health report can
be requested. This report will include status of all
customer cameras. This report is generated at midnight.
Click on user name to add this user to the list of users
who receive report.

Under settings tab all alerts can be turned on (Armed),
turned on a specific schedule (On schedule), or turned
off.

Set interval between alerts to limit number of emails
received in a given time interval. All alerts with
notification filtering on will be accumulated for the
specified time and than just one email with the list of all
events will be generated. If Notification Filtering is off
then this interval will be ignored and notification will be
sent immediately.




Men u Cu Stomer Alerts Back to contents Last viewed page

Previous page Next page

= ¥
Customers — R—
ZIs

Das ers Cameras Alerts Logs Api Keys

To create alert linked to a specific customer
ABC Super (customer) select this customer and click on Alerts tab.

Statistics Charts Users Cameras Roles Events |~ Account profile Branding

Select alert type.

Alerts
Alets | Sefngs  Daily Report For system alerts only Camera down is currently
available: notification will be sent after camera
ABC Super Notifications | System is Armedn Create Sensor Event Create System Event 8065 Ofﬂine for any reason.
10 v  entries Reset filters Columns ~ Reset settings Refresh Click on alert name from the list to view or
Disabled for all Disabled for self mOdIfy thlS alert'
Name Event Type until until Modified at
Name Under Settings tab all customer alerts can be
disabled or set to be active on a specified
Intrusion detection test Sensor Event Intrusion Detection 02/26/2019
09:41:22 schedule.
Motion test Sensor Event Permanent 02/26/2019
09:31:43 Under Daily Report tab camera status report can

Line crossing test Sensor Event Line Crossing Permanent 02/26/2019 be a ctivated i
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ABC Super (customer)
Statistics Charts Users Cameras Roles Events = Account profile Branding Logs I:

A

w Alert

Notifications filtering

tifications t

sl
1

Lz
AN

INTEGRATOR
EN~
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Specify the name for this alert. Use something
descriptive as this will be included in the alert
notification heading.

Select alert type. For alert to work correctly specified
type of alert should be configured and turned on in
camera settings.

Choose Any time to keep alert active always or select
specific dates and times when alert will be active

Notification filtering limits the number of emails/push
messages generated in a selected time interval (all
events that have happened during this time interval
will be included in this message). If checkmark is
removed notification will be send instantaneously.

Choose how you wish to receive notifications.
IMPORTANT: if “Push” is selected notification will be
send only for recognized objects (server side analytics).

Click next or click on Cameras tab tab to choose what
cameras will be included in this alert.

Note: If Notification filtering is turned on and under
System Alerts Default Interval is selected than
notifications will be aggregated based on the longest
time interval setting.




Menu Customer Alerts: Sensor Alert Backocontents Last viewed page

Previous page Next page

= ¥
Customers — R—
ZIN

Das ers Cameras Alerts Logs Api Keys

On Cameras tab select cameras that will be
ABC Super (customer) included in the alert.

Statistics Charts Users Cameras Roles Events = Account profile Branding Logs
B/

Click on the camera name to move camera
between columns.

Left column shows available cameras.

Right column shows selected cameras.

Next click on Contacts tab or click next button to
select users that will receive notifications. Same
principal as with cameras left column shows all
available users, right — users that will receive
alert.

Edit Alert “Intrusion detection test

Click Create button to create alert.
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ABC Super (customer)

Statistics Charts Users Cameras Roles Events = Account profile Branding Logs I:] SeIeCt CUStom Tlme Option tO reveal Calendar'
Select time intervals when the alarm will be
Edit Alert "Line crossing test active. Yellow squares alert active, white

squares alert off.

Genera

Name

- Click save to submit changes.

Schedule
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You can change 3dEYE brand to your own brand.

Branding To do this go to Profile/Branding.

Admin Portal ortal Letter

ere you can setup how Admin Portal, Video
Letter example ® | Portal and communication Letters for you clients
< Send Email will look like.

« Enable Lette

From Email ge this email

From: Test Integrater—info@3deye.me
You can upload your own logos, change the color

Super puper ) and text of notification letters and portals,
o change urls for admin and video portal.

To enable customization of communication
UserName. letters place a check mark at Enable Letters
UserName: testUser
P d: testPassword Brandi ng.
Header Text R ' e ™ H i i i
i To activate your account ple: lick the button below Select Optlons that you WlSh to modlfy and |nput
Super puper
new text for Header and Footer of the message.
To send a test message to email address of your
choice input email and click Send Email.

Or, paste this link into your b
Letter Footer HTM

This is custom HTML

A preview of letter design is displayed here.

App Links
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Api Detalils

API services

ption Plans

Profile
What's new

Api Key Value

[EZenyTsZeoxR

Enabled

Quota MNeed

Demo Integrator ~ ¢

Back to contents Last viewed page
Previous page Next page

Api key can be viewed from Api menu.

—ae Api URL will open page with Api.

e Api Docs link will open help documentation.
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Profile: User Name, Password,
Multifactor Authentication

Previous page

M - 1 B — ~ o A n ~ P . & JL INTEGRATOR . .
Dashboard  Customers  Managers Cameras Alerts Logs  ApiKeys &= "N pemo Integrator ~ * For increased account Securlty you cCan use

Google Authenticator. This requires an account
User proflle unt with Google and a mobile device that is

Api

compatible with Google Authenticator service.

1 Usemame 7 Google Authenticator Branding

User name and password can be changed from
corresponding tabs.

Suoscnption Plans

Note: if Google Authenticator is enabled and you
forget your password we won’t be able to restore
access to your account.

WWhat's new

Log off

Enter the & digit code that Go

Code
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